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OneVU: Additional Security Methods

Navigate to https://onevu.vanderbilt.edu in your browser.
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Username

@ This field cannot be left blank

Keep me signed in

Login using your @vanderbilt.edu email and click Next. Then enter your password and click
verify. Note: This password is the same one you use with your VUnetID.

Once logged in to your OneVU dashboard (as seen below) you will click your name in the
top right corner for a Menu to pop up.
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Privacy

Then click “My Settings” from the drop down menu.
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Select “Manage Security Methods”.
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Welcome,

customize your display language.

X o

Personal information Security methods
Review and configure personal Set up security methods to prove
information without having to your identity when you sign in to
contact an admin. apps.

Manage personal intmi- Manage security methods

Suppert
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OnevU TEST

Manage your OneVU TEST information to perform tasks related to your account. For example, edit your information, view netifications from your admin, reset your password, and

e
Recent activity
View recent activity information

about recent sign-ins and related
security events.

‘View recent activity
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Powered By Okta

Select which security method you would like to set up.
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Security methods

Multi-factor authentication ensures only you have access when signing in to Okta and other applications. Manage your security settings below, or contact your help desk.

£ Security Key or Biometric Authenticator + setup

[J' Phone + Setup

«+  Password

0 Okta Verify + Setup another

Next Steps are for Security Key or Biometric Authenticator
(Scroll for Phone)

Verify one of the shown options before proceeding.
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Verify it's you with a security method

Select from the following options

Email

m***r@vanderbilt.edu Select

Enter a code

Okta Verify Select

Get a push notification

Okta Verify Select
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Once the above is complete, click Set up under Security Key or Biometric Authenticator.
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Set up security methods

(& okra.onboarding@vanderbitt.edu

Security methods halp protect your One\iL
TEST account by ensuring only you have
ACLaSS.

Required now

o Security Key or Biomatric
Authenticator
Us@ a security key of a !:'Uf’l"-".'[r:-[c
authenticator 1o signin

Setup
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Set up security key or biometric

authenticator

;§,- okta.onboarding@vanderbilt.edu

You will be prompled to register a security key
or biometric authenticator (Windows Hello,
Touch ID, Face ID, etc.). Follow the instructions
to complete set up.

Beturn 1o auienticator list

From here, you can choose which options applies most to your device, this could be
fingerprint, pin, or facial recognition. For this example, | am going to choose fingerprint
recognition through my windows hello service.
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Choose where to save your passkey for okta-

test.vanderbilt.edu

[ windows Hello or external security key

For this example, | will select Fingerprint, scan my finger on my device and once the
passkey is saved it will take you back to the Dashboard.

i Fingerprint

i PIN

«  Use ancther device

Once complete you will see the settings page again and now you will see an additional
security method listed. You are able to add, remove, and view your security methods here
at anytime. Feel free to add any addtional security methods you want to use.

For Phone:

Verify one of the shown options before proceeding.
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Verify it's you with a security method

Select from the following options

Email

m***r@vanderbilt.edu Select

Enter a code
Okta Verify

Get a push notification
Okta Verify
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Set up security methods

Security metheds help protect your OneVU
TEST account by ensuring only you have
access.

Required now

&. Phone

Verify with a code sent to your phone

Set up

From here you will verify your phone number by either an SMS text code or a voice call.
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Set up phone authentication

Enter your phone number to receive a
verification code via SMS.

® sms

() Voice call

Country/region

United States v

Phone number

+1

Receive a code via SMS

Return to authenticator list
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Set up phone authentication

A code was sent to your phone. Enter the code
below to verify.
Carrier messaging charges may apply
Enter Code

Verify

Return to authenticator list

Once you have verified the phone via code or call, you will see it listed on your settings.

V VANDERBILT oo -
UNIVERSITY °e OneVU TEST

#® Settings

e Okta Verify + Set up another
Personal information
i iPhone
Display language Last used 5 minutes ago + Add nickname B Remove
_ B
Recent activity

[J7 Phone + Set up another

+1 XXX-XXX-5216 + Add nickname £ Remove




