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OneVU Yubikey Onboarding

Navigate to https://onevu.vanderbilt.edu in your browser.
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SignIn

Username

@ This field cannot be left blank

Keep me signed in

Login using your @vanderbilt.edu email and click Next. Then enter your password and
click verify. Note: This password is the same one you use with your VUnetID.

One you enter your password, you will see the prompts below, and you will want to select,
“Secuirty Key or Biometric Authenticator.
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Set up security methods

@ okta.onboarding@vanderbilt.edu

Security methods help protect your OneVU
TEST account by ensuring only you have
access.

Required now

e Okta Verify

Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity

setup

@ Security Key or Bimflelrir.
Authenticator
Use a security key or a biometric
authenticator to signin

Setup



https://onevu.vanderbilt.edu/
https://onevu.vanderbilt.edu/

Then click "set up" again.
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Set up security key or biometric
authenticator

(@ okta.onboarding@vanderbilt.edu

You will be prompted to register a security key
or biometric authenticator (Windows Hello,
Touch ID, Face ID, etc.). w the instructions

to complete set up.

Setup

Return to guthenticator list

Back to sign in

Depending on your device, you may be asked to use a pin or passkey, but you will want to
select the option that says external security key.

<%

Choose where to save your passkey for okta-

test.vanderbilt.edu

Cancel

You will be prompted to register a security key
or biometric authenticator (Windows Hellg,
Touch ID, Face ID, etc.). Follow the instructions
to complete set up.

L

Return to authenticator list

Select “ok”.
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W Windows Security

Continue setup

Use your device to sign in to okta derbiltedu?

Sign-in data will be stored on this de
be able to sign to this website

Cancel

in to “okta-

This request comes from the app “chrome.exe™ by "Google LLC".

Getting ready...

Fingerprint

Y

Use another device

Select “Security key” and click Next.



-
w L

Choose where to save this passkey

@@ iPhone, iPad, or Android device
@

iPhone, iPad, or Android device
Security key

This Win

Security Key or Biometric
Authenticator

Use a security key or a biometric
authenticator to sign in

Setup

to sign in

VANDERBILT
UNIVERSITY

a-testvanderbilt.edu as

gle LLC"

= o,
installed on your phone or computer,
used to prove your identity

Ssﬁ up

Security Key or Biometric
Authenticator

Use a security key or a biometric
nticator to signin

al

e
setup

N q
Back fo sign in

Select “ok”, again.
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Continue setup

nderbilt.edu see the make and model of

Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity

Setup

Security Key or Biometric
Authenticator

Use a security key or a biometric
authenticator to sign in

Setup
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Okta Verity

Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity

Setup

Security Key or Biometric
Authenticator

Use a security key or a biometric
authenticator to sign in

Setup

Back to sign in

Insert the yubikey into your device.



Once your device detets the yubikey it will ask you to touch the key with your thumbprint.
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Okta Verify

Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity

Setup

Security Key or Biometric
Authenticator

Use a security key or a biometric
authenticator to signin

Setup

1o sign in




Once the process for the yubikey is comple you will see the below message that the
passkey has been saved and you can click “ok”.
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Passkey saved

You can now r security key to sign in to “okta-

Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity

Setup

Security Key or Biometric
Authenticator

Us acurity key or a biometric
aL cator to signin

Setup

Click “Continue”.
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Set up security methods

(@) okta.onboarding@vanderbilt.edu

Security methods help protect your OneVU
TEST account by ensuring only you have
access.

Optional

e Okta Verify
Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity

Setup

| confiue

Back to sign in

-

Now enter a secondary personal email address as a recovery option for your account.
Please note that this process wont be complete until you go to your personal email inbox
and confirm via the link in the email that is sent. Then you can click, “Finish”.
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Additional Profile information

() okta.onboarding@vanderbiit.edu

Secondary email

recover your account ir

Back to sign in Skip Profile

You are now in your OneVU dashboard and your account onboarding is complete.
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OnevlU TEST

My Apps sort v

@ Main
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IdentitylQ w( 2z00m

SailPaint Identityld
- BETA Bax Zoom - UAT

@ Add section

Support
Help: hitps://help.itvanderbilt.edu/ 2




