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UNITED STATES v. CHATRIE 
136 F.4th 100 (4th Cir. 2025), cert. granted (U.S. Jan. 16, 2026) 

 
Case Summary 

 
As explained in the District Court’s opinion,1 
 
On May 20, 2019, at approximately 4:52 p.m., a bank robbery occurred at the 
Call Federal Credit Union (the “Bank”) in Midlothian, Virginia. During the 
robbery, the suspect presented a teller working at the Bank a handwritten note 
that stated: 
 
     I’ve been watching you for sometime. I got your family as hostage and  
     I know where you live, if you or your coworker alert the cops or anyone  
     your family and you are going to be hurt. I got my boys on the lookout  
     out side. The first cop car they see am going to start hurting everyone  
     in sight, hand over all the cash, I need at least 100k and nobody will  
     get hurt and your family will be set free. Think smartly everyones safety  
     is depending on you and your coworkers action. 
 

The teller told the suspect that she did not have access to that amount of money, 
and the suspect then displayed a silver and black firearm. While openly holding 
the gun, the suspect directed the teller, other Bank employees, and the Bank 
customers to move to the center of the lobby and get on the floor. The suspect 
then led these individuals behind the teller counter to an area that contained the 
Bank’s safe. Once behind the counter, the suspect forced the Bank’s manager 
to open the safe and place $195,000 into a bag. After acquiring the money, the 
suspect left the Bank on foot. 

During its investigation, law enforcement obtained [a] Geofence Warrant—a 
novel application of search technology whose use has grown exponentially in 
recent years. Google produced certain location information pursuant to the 
Warrant, which led the police to Okello Chatrie. Chatrie was eventually charged 
with two crimes related to the robbery. He then filed a Motion to Suppress …. 

The district court denied the motion to suppress based on the good faith 
exception (see Chapter 6). On appeal, a panel of the Fourth Circuit affirmed on 
different grounds, concluding “that the government did not conduct a Fourth 
Amendment search when it obtained two hours’ worth of Chatrie’s location 
information, since he voluntarily exposed this information to Google.”2 

 
1 U.S. v. Chatrie, 590 F. Supp. 3d 901 (E.D. Va. 2022). 
2 U.S. v. Chatrie, 107 F.4th 319 (4th Cir. 2024). 
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The Fourth Circuit then reconsidered the case en banc, ultimately issuing nine 
different opinions: a per curiam order affirming the judgment of the district 
court, eight concurring opinions and one dissent. The key divide was over 
whether the government conducted a “search,” by obtaining geofence 
information.  

Not a “Search” 

Judge Richardson’s opinion concluding that “obtaining just two hours of 
location information that was voluntarily exposed is not a Fourth Amendment 
search and therefore doesn’t require a warrant at all” drew the most votes (7). 
An excerpt from that opinion follows: 
 
This case involves government access to a specialized form of location 
information maintained by Google. Understanding the nature of this 
information, how it is generated, and how Google obtains it is necessary to 
understand why the third-party doctrine applies. Accordingly, I begin with a 
description of the relevant technology. 
 

A. Google Location History and Geofence Warrants 
 
Few readers need an introduction to Google, the technology supergiant that 
offers products and services like Android, Chrome, Google Search, Maps, 
Drive, and Gmail. This case, however, is about a particular setting for mobile 
devices that Google calls “Location History.” 
 
Location History is an optional account setting that allows Google to track a 
user’s location while he carries his mobile devices. If a user opts in, Google 
keeps a digital log of his movements and stores this data on its servers. Google 
describes this setting as “primarily for the user’s own use and benefit.” And 
enabling it does unlock several useful features for a user. For instance, he can 
view a “virtual journal” of his past travels in the “Timeline” feature of the 
Google Maps app. He can also obtain personalized maps and recommendations, 
find his phone if he loses it, and receive real-time traffic updates. But Google 
uses and benefits from a user opting in, too—mostly in the form of advertising 
revenue. Google uses Location History to show businesses whether people who 
viewed an advertisement visited their stores. It similarly allows businesses to 
send targeted advertisements to people in their stores’ proximity. 
 
Location History is turned off by default, so a user must take several affirmative 
steps before Google begins tracking and storing his Location History data. First, 
he must enable location sharing on his mobile device. Second, he must opt in to 
the Location History setting on his Google account, either through an internet 
browser, a Google application (such as Google Maps), or his device settings (for 
Android devices). Before he can activate the setting, however, Google always 
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presents him language that explains the basics of the service. Third, he must 
enable the “Location Reporting” feature on his mobile device. And fourth, he 
must sign in to his Google account on that device. Only when a user follows 
these steps will Google begin tracking and storing his Location History data. 
Roughly one-third of active Google users have enabled Location History. 
 
Even after a user opts in, he maintains some control over his location data. He 
can review, edit, or delete any information that Google has already obtained. So, 
for instance, he could decide he only wants to keep data for certain dates and to 
delete the rest. Or he could decide to delete everything. Google also allows him 
to pause (i.e., disable) the collection of future Location History data. Whatever 
his choice, Google will honor it. From start to finish, then, the user controls 
how much Google tracks and stores his Location History data. 
 
Once a user enables Location History, Google constantly monitors his location 
through GPS, even when he isn’t using his phone. And if he has an Android 
phone, he can turn on another setting—“Google Location Accuracy”—that 
enables Google to determine his location using more inputs than just GPS, such 
as Wi-Fi access points and mobile networks. As a result, Location History can 
be more precise than other location-tracking mechanisms, including cell-site 
location information. But whether Google Location Accuracy is activated or 
not, Location History’s power should not be exaggerated. In the end, it is only 
an estimate of a device’s location. So when Google records a set of location 
coordinates, it includes a value (measured in meters) called a “confidence 
interval,” which represents Google’s confidence in the accuracy of the estimate. 
Google represents that for any given location point, there is a 68% chance that 
a user is somewhere within the confidence interval. 
 
Google stores all Location History data in a repository called the “Sensorvault.” 
The Sensorvault assigns each device a unique identification number and 
maintains all Location History data associated with that device. Google then 
uses this data to build aggregate models to assist applications like Google Maps. 
 
In 2016, Google began receiving “geofence warrants” from law enforcement 
seeking to access location information. A geofence warrant requires Google to 
produce Location History data for all users who were within a geographic area 
(called a geofence) during a particular time period. Since 2016, geofence requests 
have skyrocketed: Google claims it saw a 1,500% increase in requests from 2017 
to 2018 and a 500% increase from 2018 to 2019. Concerned with the potential 
threat to user privacy, Google consulted internal counsel and law enforcement 
agencies in 2018 and developed its own three-step procedure for responding to 
geofence requests. Since then, Google has objected to any geofence request that 
disregards this procedure. 
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Google’s procedure works as follows: At Step One, law enforcement obtains a 
warrant that compels Google to disclose an anonymous list of users whose 
Location History shows they were within the geofence during a specified 
timeframe. But Google does not keep any lists like this on hand. So it must first 
comb through its entire Location History repository to identify users who were 
present in the geofence. Google then gives law enforcement a list that includes 
for each user an anonymized device number, the latitude and longitude 
coordinates and timestamp of each location point, a confidence interval, and the 
source of the stored Location History (such as GPS or Wi-Fi). Before disclosing 
this information, Google reviews the request and objects if Google deems it 
overly broad. 
 
At Step Two, law enforcement reviews the information it receives from Google. 
If it determines that it needs more, then law enforcement can ask Google to 
produce additional location coordinates. This time, the original geographical and 
temporal limits no longer apply; for any user identified at Step One, law 
enforcement can request information about his movements inside and outside 
the geofence over a broader period. Yet Google generally requires law 
enforcement to narrow its request for this more expansive location data to only 
a subset of the users pinpointed in Step One. 
 
Finally, at Step Three, law enforcement determines which individuals are 
relevant to the investigation and then compels Google to provide their account-
identifying information (usually their names and email addresses). Here, too, 
Google typically requires law enforcement to taper its request from the previous 
step, so law enforcement can’t merely request the identity of every user 
identified in Step Two. 
 

B. Facts 
 
On May 20, 2019, someone robbed the Call Federal Credit Union in Midlothian, 
Virginia. The suspect carried a gun and took $195,000 from the bank’s vault. He 
then fled westward. 
 
The initial investigation into the robbery proved unfruitful. When Detective 
Joshua Hylton arrived at the scene, he interviewed witnesses and reviewed the 
bank’s security footage. But these failed to reveal the suspect’s identity. And 
after chasing down two dead-end leads, Detective Hylton seemed to be out of 
luck. 
 
Yet there was one thing Detective Hylton still hadn’t tried. He saw on the 
security footage that the suspect had carried a cell phone during the robbery. In 
the past, Detective Hylton had sought and obtained three separate geofence 
warrants after consulting prosecutors. So on June 14, 2019, he applied for and 
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obtained a geofence warrant from the Chesterfield County Circuit Court of 
Virginia. 
 
The warrant drew a geofence with a 150-meter radius covering the bank. It then 
laid out the three-step process by which law enforcement would obtain location 
information from Google. At Step One, Google would provide anonymized 
Location History information for all devices that appeared within the geofence 
from thirty minutes before to thirty minutes after the bank robbery. This 
information would include a numerical identifier for each account. At Step Two, 
law enforcement would “attempt to narrow down that list” to a smaller number 
of accounts and provide the narrowed list to Google. Google would then 
disclose anonymized location data for all those devices from one hour before to 
one hour after the robbery. But unlike the Step One information, the Step Two 
information would be unbounded by the geofence. Finally, at Step Three, law 
enforcement would again attempt to shorten the list, and Google would provide 
the username and other identity information for the requested accounts. 
 
In response to the warrant, Google first provided 209 location data points from 
nineteen accounts that appeared within the geofence during the hour-long 
period. Detective Hylton then requested Step Two information from nine 
accounts identified at Step One. Google responded by producing 680 data 
points from these accounts over the two-hour period. Finally, Detective Hylton 
requested the subscriber information for three accounts, which Google 
provided. One of these accounts belonged to Okello Chatrie. 
 

C. Procedural History 
 
On September 17, 2019, a grand jury in the Eastern District of Virginia indicted 
Chatrie for [armed bank robbery]. Chatrie was arraigned on October 1, 2019. 
He moved to suppress the evidence obtained using the geofence warrant. On 
March 3, 2022, the district court denied Chatrie’s motion to suppress … based 
on the good-faith exception to the exclusionary rule. See United States v. Leon 
(1984). Chatrie subsequently entered a conditional guilty plea and was sentenced 
to 141 months’ imprisonment and 3 years’ supervised release. 
 

II. Discussion 
 
Chatrie asks us to hold that the geofence warrant violated his Fourth 
Amendment rights and that the fruits of the warrant should be suppressed…. 
The district court denied Chatrie’s motion to suppress based on the good-faith 
exception. I agree that the motion should have been denied, but for an 
antecedent reason: Chatrie did not have a reasonable expectation of privacy in 
two hours’ worth of Location History data voluntarily exposed to Google. So 
the government did not conduct a search when it obtained this information 
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from Google, and so no warrant was required at all. The district court should be 
affirmed on that straightforward basis…. 
 

B. Application 
 
Relying on Carpenter, Chatrie argues that the government conducted a search 
when it obtained his Location History data from Google. I disagree. Carpenter 
identified two rationales that justify applying the third-party doctrine: the limited 
degree to which the information sought implicates privacy concerns and the 
voluntary exposure of that information to third parties. Both rationales apply 
here. Because Chatrie did not have a reasonable expectation of privacy in the 
two hours’ worth of Location History data that law enforcement obtained from 
Google at Step Two, I would find that the government did not conduct a search 
by obtaining his information at Steps One or Two. 
 
Start with the nature of the information sought. At Step Two, the government 
requested and obtained only two hours’ worth of Chatrie’s Location History 
data. By no means was this an “all-encompassing record of [Chatrie’s] 
whereabouts provid[ing] an intimate window into his personal life.” All the 
government had was an “individual trip viewed in isolation,” which, standing 
alone, was not enough to “enable deductions about ‘what [Chatrie] does 
repeatedly, what he does not do, and what he does ensemble.’” The information 
obtained was therefore far less revealing than that obtained in Carpenter and 
more like the short-term public movements in Knotts, which the Court found 
were “voluntarily conveyed to anyone who wanted to look.” A record of a 
person’s single, brief trip is no more revealing than his bank records or 
telephone call logs. Chatrie thus did not have a “legitimate ‘expectation of 
privacy,’” in the information obtained by the government, so the first rationale 
for the third-party doctrine applies here. 
 
Furthermore, Chatrie voluntarily exposed his location information to Google by 
opting in to Location History. Consider again how Location History works. 
Location History is an optional setting that adds extra features, like traffic 
updates and targeted advertisements, to a user’s experience. But it is “off by 
default” and must be affirmatively activated by a user before Google begins 
tracking and storing his location data. Of course, once Google secures this 
consent, it monitors his location at all times and across all devices. Yet even 
then, Google still affords the user ultimate control over how his data is used: If 
he changes his mind, he can review, edit, or delete the collected information and 
stop Google from collecting more. Whether Google tracks a user’s location, 
therefore, is entirely up to the user himself. If Google compiles a record of his 
whereabouts, it is only because he has authorized Google to do so. 
 
Nor is a user’s consent secured in ignorance, either. To the contrary, the record 
shows that Google provides users with ample notice about the nature of this 
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setting. Before Google allows a user to enable Location History, it first displays 
text that explains the basics of the service. The text states that enabling Location 
History “saves where you go with your devices,” meaning “this data may be 
saved and used in any Google service where you were signed in to give you more 
personalized experiences.” It also informs a user about his ability to view, delete, 
or change his location data. A user cannot opt in to Location History without 
seeing this text. 
 
So unlike with CSLI, a user knowingly and voluntarily exposes his Location 
History data to Google. First, Location History is not “‘such a pervasive and 
insistent part of daily life’ that [activating it] is indispensable to participation in 
modern society.” Carpenter found that it is impossible to participate in modern 
life without a cell phone. But the same cannot be said of Location History. While 
Location History offers a few useful features to a user’s experience, its activation 
is unnecessary to use a phone or even to use apps like Google Maps. Chatrie 
gives us no reason to think that these added features are somehow indispensable 
to participation in modern society and that his decision to opt in was therefore 
involuntary. That two-thirds of active Google users have not enabled Location 
History is strong evidence to the contrary. Thus, a user can decline to use 
Location History and still participate meaningfully in modern society. 
 
Second, unlike CSLI, Location History data is obtained by a user’s affirmative 
act. Carpenter noted that “a cell phone logs a cell-site record by dint of its 
operation, without any affirmative act on the part of the user beyond powering 
up.” But Location History is off by default and can be enabled only by a user’s 
affirmative act. A person need not go off the grid by “disconnecting [his] phone 
from the network to avoid” generating Location History data; instead, he can 
simply decline to opt in and continue using his phone as before. Thus, “in every 
meaningful sense,” a user who enables Location History “voluntarily ‘assumes 
the risk’ ” of turning over his location information. So the second rationale for 
the third-party doctrine applies here, too. 
 
The third-party doctrine therefore squarely governs this case. The government 
obtained only two hours’ worth of Chatrie’s location information, which could 
not reveal the privacies of his life. And Chatrie opted in to Location History on 
July 9, 2018. This means that he knowingly and voluntarily chose to allow 
Google to collect and store his location information. In so doing, he “took the 
risk, in revealing his affairs to [Google], that the information would be conveyed 
by [Google] to the Government.” He cannot now claim to have had a reasonable 
expectation of privacy in this information. The government therefore did not 
conduct a search when it obtained the data…. 
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Yes, Search 

Judge Wynn’s opinion concluding that “in obtaining Google Location History 
data traceable to Okello Chatrie, the police conducted a Fourth Amendment 
search” attracted the second most votes (six). An excerpt from that opinion 
follows: 

Carpenter established a multifactor approach to assessing reasonable expectations 
of privacy in digital information. An application of the Carpenter factors in this 
case compels the conclusion that Okello Chatrie had a reasonable expectation 
of privacy in his Location History data. 
 

A. 

Carpenter first considered the comprehensiveness of CSLI data, observing that it 
“tracks nearly exactly the movements of a cell phone’s owner,” providing “an 
all-encompassing record of the holder’s whereabouts.”… Like CSLI, Location 
History tracks a smartphone’s location—only more precisely…. Location 
History tracks a user’s location automatically, every two minutes. In Carpenter, 
law enforcement collected only about 101 CSLI data points in a full day. Here, 
police were able to collect an average of about 76 Location History data points 
on each person surveilled in just two hours. If CSLI as described in Carpenter 
enables “near perfect surveillance,” so too does Location History. 

B. 

Carpenter next considered “the retrospective quality of CSLI data,” which (at the 
time) was “continually logged for all of the 400 million devices in the United 
States” and retained by wireless carriers “for up to five years.” CSLI allowed 
police to “travel back in time” to “reconstruct a person’s movements,” 
unlocking “a category of information otherwise unknowable.”… Location 
History data raises similar concerns. Google begins collecting Location History 
the moment the feature is enabled and retains it indefinitely, enabling police to 
retrospectively tail a suspect with remarkable precision. And like CSLI, police 
need not identify the suspect in advance—Location History data is available for 
“numerous tens of millions” of Google users. Of course, a geofence limits the 
size and duration of any particular law enforcement data-grab. But Carpenter’s 
retrospectivity analysis emphasized the vast scope of available CSLI data, which 
gives police “access to a category of information otherwise unknowable.” So too 
here…. 

C. 

Carpenter further concluded that “time-stamped location data provides an 
intimate window into a person’s life, revealing not only his particular 
movements, but through them his ‘familial, political, professional, religious, and 
sexual associations.’” Such “location records,” the Court recognized, “hold for 
many Americans the privacies of life.” 

“ 
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The same is true of Location History. The two hours of geographically 
unbounded data requested by police at Step 2 illustrate that “the potential 
intrusiveness of even a snapshot of precise location data should not be 
understated.” The geofence in this case centered on “a busy part of the 
Richmond metro area” between 3:50 and 5:50 p.m., when many people are 
leaving work or school—and of course, it had no geographic boundaries at Step 
2. Two hours of Location History for accounts passing through that geofence 
could enable police to tour a person’s home, capture their romantic rendezvous, 
or accompany them to church. 

…. In light of the intimately revealing nature of Location History data, the span 
of time it covers is of little importance to the Fourth Amendment search 
analysis. The Government in Carpenter requested CSLI spanning both seven- 
and 152-day periods, which revealed, respectively, two and 127 days of data. But 
Carpenter ultimately held that accessing the shorter span of data was enough to 
constitute a Fourth Amendment search. The Court’s intimacy analysis drew on 
Justice Sotomayor’s concurrence in Jones, which argued that even short-term 
GPS tracking violates reasonable expectations of privacy.  

Moreover, Carpenter focused on the nature of the search technology employed, 
not the duration of the particular search at bar. Even though the Government 
only accessed discrete segments of Carpenter’s CSLI, the Court stressed 
repeatedly that carriers collect and store CSLI for “years.” Location History 
collects even more (and more precise) location data, and stores it indefinitely. 
Applying Carpenter’s logic, police use of a technology whose very purpose is to 
generate a dossier of intimately revealing location data traceable to individuals is 
a search—even if only a snippet is ultimately obtained. 

At bottom, focusing on the duration of the geofence employed in this particular 
case “overlooks the critical issue”: that Location History “is an entirely different 
species of business record, something that implicates basic Fourth Amendment 
concerns about arbitrary government power much more directly than corporate 
tax or payroll ledgers.” There can be no doubt that even a small amount of such 
data “provides an intimate window into a person’s life.”  

D. 

Carpenter also found it significant that CSLI searches are “easy, cheap, and 
efficient compared to traditional investigative tools.”… Scholars have estimated 
that “tracking location by cell phone,” as police did in Carpenter, “is almost twice 
as cheap as GPS tracking,” which in turn is “twenty-eight times cheaper than 
covert pursuit.” Location History tracking is likely even cheaper. “With just the 
click of a button,” Google—at the Government’s request—“can access [its] 
deep repository of historical location information at practically no expense” to 
the Government. And … Location History “follows its subject beyond public 
thoroughfares” and into private spaces. 



77-a10 
 

Plainly, Location History monitoring is vastly cheaper and easier to deploy than 
traditional investigative tools. It permits police to access private location data 
far more often and much more inconspicuously than the surveillance 
technologies that have shaped society’s reasonable expectations of privacy. 

In sum, all four considerations that led Carpenter to conclude that “when the 
Government accessed CSLI from the wireless carriers, it invaded Carpenter’s 
reasonable expectation of privacy” apply with equal or greater force here. Thus, 
when the Government accessed Location History data that was traceable to 
Chatrie, it invaded his reasonable expectation of privacy. 

The Government—along with a few of my colleagues—would prefer to resolve 
this case by “mechanically applying the third-party doctrine,” …. The Court [in 
Carpenter] flatly rejected that argument for two reasons, both of which apply 
here. First, the Court explained that “the revealing nature of CSLI” records put 
them in a “distinct category of information” from the kinds of documents to 
which the third-party doctrine has been applied…. Second, Carpenter 
recognized that cell phone users do not, in any “meaningful sense,” “voluntarily 
assume the risk of turning over a comprehensive dossier of their physical 
movements.”…  
 
Sharing Location History—while admittedly not wholly “inescapable”—is not 
meaningfully voluntary either. Most importantly, Location History is just one 
example of a category of personal data–driven services that have become 
“indispensable to participation in modern society.” Nine in ten Americans own 
a smartphone, and countless smartphone apps rely on users’ personal data for 
both functionality and revenue. Consequently, Americans face enormous 
pressure to entrust detailed personal information to third parties in exchange for 
services. Tens of millions of citizens “opt” into services that collect and store 
years’ worth of intimate information—including location history, medical 
records, financial data, family photos, private communications, and more—on 
remote servers managed by private corporations. Some of these services are 
simply convenient; others are mandated by employers; still others may be critical 
to a user’s health or safety. Location History is a particularly useful and widely 
adopted example, used by “numerous tens of millions” for everyday services 
like traffic updates…. 
 
Of course, Location History has to be enabled—and on this slim reed rests the 
bulk of the Government’s case. But opting into Location History communicates 
less about a customer’s expectations of privacy than the Government would 
have us believe. “As anyone with a smartphone can attest, electronic opt-in 
processes are hardly informed and, in many instances, may not even be 
voluntary. Google’s Location History opt-in process is no different.” In short, 
the single tap required to enable Location History does not represent a user’s 
well-informed or meaningfully voluntary disclosure of “a comprehensive dossier 
of his physical movements.”… 
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 In sum, the third-party doctrine is wholly inadequate to defeat Chatrie’s 
reasonable expectation of privacy in Location History data traceable to him. 
Chatrie—like tens of millions of Americans—shared that data with Google in 
exchange for widely used services. But that “does not mean that the Fourth 
Amendment falls out of the picture entirely.’”… The Government’s acquisition 
of Chatrie’s Location History “was a search within the meaning of the Fourth 
Amendment.” 

 

On January 16, 2026, the Supreme Court granted certiorari in Chatrie to consider 
“Whether the execution of the geofence warrant violated the Fourth 
Amendment.” 
 
Key to that question is whether government access to geofence information 
constitutes a “search.” Does it?  


