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Job scams are becoming more common.

• Job scams had a 118% increase in 2023 

(Identity Theft Resource Center). 

• They are often posted on LinkedIn or job 

search websites.

• Scammers are using these tactics to steal 

personal information and money. 

https://www.idtheftcenter.org/post/2023-trends-in-identity-report-118-percent-job-scam-increase/
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Example of a job scam

• You apply for a job online (via LinkedIn or other job search platform) and a few 
days later you get a text or email asking whether you are interested in the 
position. 

• This probably won’t strike you as unusual since you applied for the job. 

• If you reply to the message, the scammer will invite you for a job interview. But 
this is where the red flags start to show up. Instead of a typical on the phone or 
zoom interview, the scammer asks you to do an interview over text or do a 
screening test. 

• The scammer says you are perfect for the position and hires you on the spot - 
they may even have a convincing offer letter. 

• They then ask you to fill out personal information, including your banking 
information claiming they need it for direct deposits. Your information is now at 
the hands of the scammers. 



How to avoid a job scam 

• Verify the job posting. Research the job offer by visiting the company’s official 

website or calling the company directly to confirm the posting. 

• Check the company’s reputation. Look up the company on BBB.org to see if there 

are any reports of job scams.

• Search for scams. Google the employer’s name plus the word “scam” to see if there 

are any related reports. 

• Inspect email addresses. Verify the email address of the job offer matches the 

company’s domain. Be careful with generic email addresses such as Gmail.  

• Use a separate email. Consider creating an email for job applications and resume 

postings. 

• Consider setting up a separate bank account. If you haven’t met an employer in 

person, having a separate bank account can add a layer of security. 

https://www.bbb.org/article/news-releases/24596-bbb-investigation-job-scams



How to avoid a job scam (continued) 

• Beware of money handling. Be cautious of jobs that require you to receive or forward 

money. Scammers may ask the victim to deposit a check and send back the excess 

amount, hoping the victim will do so before they realize the check was fake and has 

bounced. Or they may ask the victim to send money to a third party. 

• Protect your personal information. Don’t provide sensitive information (full address, 

birthdate, social security number, financial details) to an unverified recruiter. 

• Be skeptical of vague job descriptions. 

• Don’t respond to unknown contacts. 

• Avoid suspicious links.

• Don’t fall for jobs that seem too good to be true. If you are offered a job without a 

formal interview that has excellent pay and benefits, it is likely a scam. 

https://www.bbb.org/article/news-releases/24596-bbb-investigation-job-scams



Companies can be targeted for scams and may have 

warnings listed on their website:
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